Old, Trusting and Tricked Out of Life Savings
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GRACE, an 81-year-old widow in Colorado, lost her life savings recently to identity thieves who had stolen her personal and financial information. She has hard-earned advice for anyone who gets a call from a stranger. 
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 “Anytime they say you’ve won a prize and they ask you to send money,” she said, “hang up on them. They lie to you and tell you you’re a winner. You are not.” 
The F.B.I. warns that “senior citizens especially should be aware of fraud schemes.” It says: “People who grew up in the 1930s, 1940s and 1950s were generally raised to be polite and trusting. Con artists exploit these traits.” 
Identity theft has been the leading consumer crime complaint in recent years. The Federal Trade Commission reported more than 279,000 complaints in 2011, a jump from 250,000 in 2010. The F.T.C. tally includes data from the F.B.I., state law enforcement agencies and private groups like the Better Business Bureau. 
Those numbers are “probably only the tip of the iceberg,” said Susan Grant, director of consumer protection at the Consumer Federation of America, an umbrella group of about 300 nonprofit organizations. There is no requirement for centralized reporting, and many victims are too embarrassed to tell their sad tales. 
By last spring, Grace had lost close to $66,000. She asked that her last name be withheld, hoping to limit her exposure on the “sucker lists” that swindlers trade and sell to each other. 
Over the last year, thieves were able to transfer a bank account of hers to their control without her permission, attaching their own telephone number to maintain their access to it. They claimed she had won $4 million and a Mercedes in a Publishers Clearing House sweepstakes. Then they doubled the phantom prize to $8 million and two Mercedes. The thieves urged her to send money for “federal taxes” and “customs duties” on the cars. 
“I thought I was very careful,” she said in a telephone interview arranged by AARP, the national advocacy organization for older people. 
She told the thieves she was ready to pay those costs directly. “No, we have to take care of it,” they said, asking her to send the money to them. When she tried to check further, she was told to call people posing as “attorneys” in New York and “contest sponsors” in Washington before giving in and forwarding money. 
The F.B.I. says it’s an old story. “From way back, people have been using the Clearing House name, trying to scam people,” said Charles Pavelites, an F.B.I. supervising agent at the Internet Crime Complaint Center. He added: “It’s hard to prosecute the scammers, and even harder if they are overseas and set up accounts to represent that they are in New York.” 
Christopher L. Irving, a Clearing House executive, said people should be wary of requests for money using the Clearing House name. “If they are asked to send money, it’s not the real Publishers Clearing House,” he said. He added that the company reported all instances of possible fraud to the Federal Trade Commission’s law enforcement database with the accusers’ permission. 
Grace’s caller ID is still showing calls from Jamaica, which is often used by the swindlers; she now refuses to answer the calls. Police officials in Colorado told her she was unlikely to ever reclaim the money. She was advised to place a freeze on requests for her personal and financial information at the three main credit rating companies, Experian, Trans Union and Equifax, which she did. She says she believes the thieves originally obtained her profile from one of the companies by pretending they needed it for a business purpose. 
Her bank branch recommended that she buy fraud protection services from LifeLock, one of more than 20 competing firms, which typically charge a monthly fee to monitor a customer’s credit ratings, bank accounts and credit cards and to inform the customer of suspicious activity. 
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